NHOOPMALIMOHHAA NAMATKA

AJIA OBYUYAIOIINXCA

C KaXXIIbIM TOIOM MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJbIIE, & INKOJIbHUKH OJHH U3 CAMBIX
AKTHBHBIX NONb30BaTenel Pynera. Mexay TeM, MOMHUMO OTPOMHOIO KOJIMYECTBA
BO3MOYKHOCTEH, MHTEPHET HeCeT U MpobieMbl. JTa mamsaTKa J0JDKHA IOMOYb Tebe Oe30macHo
HAXOIUTBCS B CETH.

KomnbrotepHbie BUPYCbl

KoMmnbroTepHbIi BUPYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX POrPaMM, OTJIUUYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS] CIIOCOOHOCTh K PA3MHOKEHHIO. B onoNiHeHne K 3ToMy,
BUPYCBI MOTYT TTOBPEANTD WIJIH TIOJHOCTBIO YHUUYTOXHTD BCe (paliiibl M JaHHBIE,
MOJKOHTPOJIBHBIE MOJB30BATENIO, OT UMEHH KOTOPOro ObLIa 3amyIneHa 3apakKeHHas IporpaMma,
a TaKXKe MOBPEANTDb WM 1a)Ke YHUUITOXKHUTD ONEPALIMOHHYIO0 CUCTEMY CO BCeMH (pailamu B
1esioM. B GonbIMHCTBE CiiydaeB pacpoCTPaHIIOTCS BUPYChI Yepe3 HHTEPHET.

MeTO)_IbI 3aIMUTHI 0T BP€AOHOCHLBIX NMPOrpaMmm:

1. Ucnone3yii COBpEMEHHBIE ONEPALlIOHHBIE CUCTEMBI, UMEOLINE CEPBE3HBIN YPOBEHb 3aIIUThI
OT BPEIOHOCHBIX MTPOrpaMM;

2. IlocTostHHO ycTaHaBiIMBai MayuTH (U POBBIE 3aIIATKH, KOTOPBIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LIENBIO JOPAOOTKH MPOrpaMMbl) U IPyrue OOHOBICHHS CBOEH
orepauoHHo# cucteMbl. CkauuBaii X TOJIBKO ¢ odunmansHOTo caiita paspadorunka OC. Eciu
CYIIECTBYET PEXKIM aBTOMATHYECKOTO OOHOBJIEHHS, BKIIFOYH €T0;

3. Paboraii Ha CBOEM KOMIIBIOTEPE MOJ MPABAMU TIOJIB30BATEINS, & HE aIMUHICTPATOPa. ITO HE
IIO3BOJIUT 6OJ'IbLHI/IHCTBy BPE€AOHOCHBIX MPOrpaMm MHCTAJIMPOBATHCA HAa TBOEM MEPCOHATIBHOM
KOMITBIOTEPE;

4. Ucnonb3yli aHTUBUPYCHBIE NPOrPAMMHBIE MIPOAYKTHI U3BECTHBIX IPOU3BOUTENEH, C
ABTOMATHYECKUM OOHOBJIEHMEM 0a3;

5. Orpannub HU3NIECKHUNA AOCTYI K KOMITBIOTEPY JUIsl MOCTOPOHHUX JIMLI;

6. Mcrionb3yil BHELTHUE HOCUTENN MHPOPMALINH, TAKHE KaK (IIeInKa, TUCK WK (aiin u3
UHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIE (Paiiybl, MONyYEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. [lake Te
aiinbl, KOTOpPBIE MPHUCIIAT TBOH 3HAKOMBIHA. JIyUIlle yTOUYHHU y HEro, OTHPABIISLI JIU OH Te0e UX.

Cerun WI-FI

Wi-Fi - 5170 He BUI nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETro JIIb OpeHa, mapka. Eme B 1991
rofly HUAepIaHackas koMmnanus 3aperucrpuposana opean "WECA", uro ob6o3nagano
cnoBocouetanue "Wireless Fidelity", koTopsiii mepeBoguTcs Kak "0eCripOBOAHAS TOYHOCTB".

Jlo Hawero BpeMeHH JIoIIa Apyras ab0peBuaTypa, KOTopas sIBJISIETCS TAKOH JK€ TEXHOJIOTHEH.
Jto abbpepuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO TaHO ¢ HAMEKOM Ha CTAHIAPT BbICIIEH
3ByKkOBOM TexHukH Hi-Fi, 4To B mepeBone o3Ha4daeT "BbICOKAs TOYHOCTB' .

Ja, OecruiaTHBIN UHTEPHET-IOCTYI B Kade, OTENSIX | a3PONOPTax SBISIETCS OTIMYHOMN
BO3MOYKHOCTBIO BbIXO/a B MHTepHET. HO MHOTHE SKCIepThl CYUTAOT, YTO 00enocTymHbie Wi-
Fi cetu He sBsArOTCS 0€30IMACHBIMU.



Cosetnl no 6e3onacHocTH padoThl B 00me 0cTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHyro nHpopManuto yepes odbmenocrynabie Wi-Fi cetu. Paboras B
HUX, XKEJIATCJIbHO HE BBOAUTD NAPOJIK AOCTYyIIA, JIOTUHBI U KAKHE-TO HOMEPA,

2. Ucnionp3yit 1 0OOHOBIISAH aHTUBHUPYCHBIE TPOrpaMMbl 1 Opanamayep. TeM caMbIM Thl
obe3omacuib cedst OT 3aKaYKU BUPyCa HA TBOE YCTPOUCTRO,

3. Ipu ucnonszoannu Wi-Fi otkmroun pyukuuro "O0muii noctyn k ¢aiinam u npuHTepam”.
Jannast QyHKIUS 3aKpbITa [0 YMOIYAHHUIO, OTHAKO HEKOTOPBIE MOJIB30BATENIN AKTHUBHUPYIOT €€
st ynoOCcTBa UCTONIb30BaHus B paboTe mwiu yuede;

4. He ucnonp3yii nyOnuunasii WI-FI mist nepenaun TMYHBIX TaHHBIX, HATIPUMED JJIsI BBIXOAA B
COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO MOYTY,

5. Ucnonp3yii TobKO 3amuinennoe coequHerne yepes HTTPS, a ve HTTP, T.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B mobunpHOM Tenedone oTkmoun pyHkuuto "Tlonkmodenne k Wi-Fi apromarudecku”. He
JOMyCKal aBTOMAaTHYECKOTO MOAKIIIOYeHUs yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounajnHbIe CeTH

CoumanbHble CETH aKTUBHO BXOJSIT B HAIlly KU3Hb, MHOTHE JIFOAM PAOOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxke 3aperucTpupoBaH MUJUTHAP]T YEJIOBEK, UTO SIBJISIETCS OHON
CeIbMOM BCEX JKHUTeNeH TulaHeThl. MHOTHE MOJIb30BATENN HE TOHIMAKOT, YTO HH(pOpMaLus,
pa3MelIeHHAs UMH B COLIMAIBHBIX CETSX, MOJKET OBITh HalIeHa U MCIIOJb30BaHA KEM YIOIHO, B
TOM YHCJIe He 00s13aTeNbHO ¢ OJaruMu HaMepeHSIMU.

OcHOBHBIE COBETHI 0 0€30MACHOCTH B COLHANBHBIX CETIAX:

1. Orpanuyb criucok Apy3ed. Y Tedst B IPy3bsiX HE NOJDKHO ObITh CYYAHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3ammiaii CBOr YacTHYIO JKU3Hb. He ykaspiBaii maposny, TenedoHbl, aapeca, AaTy TBOETO
POXKIEHUS U APYTYIO JIMYHYIO HH(POPMALNO. 3710YMBIIIIEHHUKHA MOTYT HCIIOJB30BATh AaKe
UH(POPMALIUIO O TOM, KaK Thl M TBOM POAMUTENH TUITAHUPYETE MPOBECTH KAHHUKYJIBI,

3. 3amuiaii CBOK pemyTalyio - IEPKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN ObI ThI,
9TOoOBI PyTHE MONTB30BATENN BUACIH, YTO ThI 3arpyskaems? [logymaii, mpexne ueM uTo-To
onyOJIMKOBATh, HAMTUCATD U 3arPy3UTH;

4. Ecny Tel FOBOPHILB C JIFOABMHU, KOTOPBIX HE 3HAELIb, HE HCIONb3YH CBOE PEAIbHOE UMS U
APYTYIO JTUYHYIO HHPOPMALIMU: UMsI, MECTO JKUTEIIbCTBA, MECTO y4eOBI U IpoUee;

5. U30eraii pasmemenus ¢portorpaduii B UnTepHeTE, TIe T N300pakeH HA MECTHOCTH, T10
KOTOPOI MOJKHO ONPENETNTh TBOE MECTOIIOIOKEHHUE,

6. Ilpu perucrpauu B CONUAIBHON CeTH HEOOXOIMMO HCIIOIB30BATh CIOXKHBIE MAPOIIH,
cocrositmue u3 OykB ¥ PP U C KOJTUIECTBOM 3HAKOB HE MEHEe 8;

7. JAnst conmanbHON CEeTH, MOUTHI U IPYTUX CAaTOB HEOOXOIMMO UCIIONb30BaTh Pa3HbIE MAPOJIH.
Torna ecnu TeOst B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4YaT JOCTYII TOJBKO K OHOMY MECTY, a
HE BO BCE Cpasy.



DJIeKTPOHHBbIE eHbIH

DNeKTPOHHBIE IEHBIH - 3TO O4Y€Hb YAOOHBIH CrToco0 MaTekel, OAHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPBIC XOTAT MOJYYIUTb 3TU JCHbI'H.

SHGKTpOHHbIe JCHbI' IMOABUJIIMCH COBCEM HEAABHO U HMCHHO H3-3a 3TOI'0 BO MHOI'MX
rocyaapcCrBax a0 CUX MOp HE MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHn (PyHKIMOHHPYIOT B O HUX y’K€ TIPOIMCAHO B 3aKOHE, TJe UX Pa3AelsioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. PasHULIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pas3permaercs MpOBOAUTE onepanin 0e3 HAeHTH(UKALNUH TTOJIb30BATENS, a B
HEaHOHMMHBIX HIEHTH()UKALNS TTOIB30BATENS SBISIETCS 00s13aTEIbHOMN.

Taxoke cnenyer pa3nu4arhb 3JIEKTPOHHbBIE (pHaTHBIE NEHBIY (PaBHBI TOCYAAPCTBEHHBIM BAIIOTAM)
U 3JICKTPOHHBIC He(praTHbIC NeHbI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAJIFOTAM).

OcHoBHbIE coBeThI N0 0e301acHOIl padoTe ¢ 3JIeKTPOHHBbIMH AeHbIAMH:

1. ITpuBsxu k cyety MOOUIIBHBIHN TenedoH. ITO camMblil yAOOHBIH U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JIOCTYII K cueTy. [IpuBs3anHbIil TenedOH MOMOKET, eciu 3a0yAelib CBOM
TJIATEKHBIN MapOJIb WU 3aiACIIb HA CAUT C HE3HAKOMOI'O YCTPONCTBA,

2. Ucnionw3yii omHopasosbie mapoiiu. [locie mepexona Ha YCUIICHHYIO aBTOPU3ALNIO TeOe ke
He OyneT yrpoxarh OMacHOCTh KPaykH MUJIH MEePEXBAaTa IIATEKHOTO MapoJIs,

3. Breibepu cnoskHbIf napodsb. [IpectynHukam Oyner He mpOCTO yrafaTh CIOXKHBIN Mapob.
HapnesxHble maponm - 3TO Mapoy, KOTOPhIE COAEPIKAT HE MEHee 8 3HAKOB U BKJIFOUAIOT B ce0s
CTPOYHBIE U MTPOMHUCHBIE OYKBBI, LU PBI K HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK JOJUIAPa,
¢dyHTa, BOCKIHIATEIbHBIN 3HAK u T.1. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CAMTAaX, KOTOPBIM HE NOBEPSCIID.
DIeKTPOHHAS MOYTA

DJIeKTPOHHAs MOYTA - 3TO TEXHOJIOTHsSI U MPENOCTABIIIEMbIE €0 YCIIYTHU I10 NMEePEChIIKE U
MIOJIY4E€HHUIO 3JIEKTPOHHBIX COOOIIEHHI, KOTOPBIE PACTIPEACISIFOTCS] B KOMIIBIOTEPHON CETH.
OOBIMHO 3JIEKTPOHHBIN MMOYTOBBIHN SIIUK BBIMJSIUT CIEAYIOLIMM 00pa3oM:
UMsI_TIOJIB30BATEISI(@UMs_ioMeHa. Takke KpoMe repeadn MpoCTOro TEKCTa, UMEETCsl
BO3MOYKHOCTb MepeaaBaTh (Qaiibl.

OcHoBHbIE COBETHI MO 0€30MacHOil padoTe ¢ 3TEKTPOHHOI MOYTOM:

1. Hano BeIOpaTh mpaBUIIBHBII TOYTOBBIIN CepBHC. B MHTEpHETE €CTh OrpOMHBIH BHIOOP
OeCIuTaTHBIX MMOYTOBBIX CEPBUCOB, OJJHAKO JIYUIIIE JOBEPSTH TEM, KOrO 3HAEIIb U KTO TIEPBbI B
pEeNTHHrE,

2. He yka3bIBaii B TMYHOH no4Te JTUIHYI0 HHGopMaruio. Hanpumep, iyumie BeiOpathb
"My3bIkaibHbIA _(paHaT@" nmn "pok2013" Bmecto "Temal3";

3. MUcnonp3yil IByX3TaAIHYIO aBTOPH3ALIMIO. ITO KOT/a MOMUMO MapoJisl HYKHO BBOAUTbH KO,
npucbuaeMslil o SMS;

4. Boibepu ciokHBIN Taposib. JJis KaXKA0ro MOYTOBOTO SITUKA AOJKEH OBbITh CBOU HAIEIKHBIM,
YCTOWYMBBIN K B3JIOMY NAPOJIb;

5. Ecau ecTh BO3MOKHOCTh HAaIMCaTh CAMOMY CBOW JIMYHBIN BOIMPOC, UCIIOIB3YH 3Ty
BO3MOHOCTb,



6. Mcnonp3yii HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBhIii 17151 4aCTHON MEPENUCKU C afpecaTamy,
KOTOPBIM ThI JOBEpsielIb. DTO 3JIEKTPOHHBIN aJipec He Hal0 UCIOIb30BaTh MPH PErUCTpaLliy Ha
dopymax u caiiTax;

7. He oTkpbiBaii aiiyibl U Apyrue BIOKEHUS B MUChMAaX, NaXKe €CJIU OHU MPUIIIN OT TBOUX
apy3eii. Jlydine yTouHU y HUX, OTIPABJISUTH JIU OHU TeOe 3TH (aiiibr;

8. [Noce okoHuaHust pabOThI HA MMOYTOBOM CEPBHCE Mepel 3aKPhITHEM BKJIAAKH C CAHTOM He
3a0yap HaXKath Ha "Beritn".

KubepOymuHr nimm BUPTyaJbHOE H3/1€BATENHCTBO

KubepOymmuHr - npecienoBaHue cOOOLIEHUSIME, CONEPIKAIUMU OCKOPOJICHMS], arpecCulo,
3alyruBaHue, XyJuraHCTBO, COUaJIbHOC 6OI>'IKOTI/IpOBaHI/Ie C MOMOLIBIO PA3JIMYHBIX UHTCPHET-
CEePBHCOB.

OcHoBHbIE coBeThI N0 Oopbie ¢ KnbepOyIIMHIOM:

1. He 6pocaiics B 60oii. JIydmuii criocod: MOCOBETOBATHCS KAk ce0si BECTH W, €CJIU HET TOTO, K
KOMY MOKHO O6paTI/ITbC$I, TO BHa4aJI€ YCIIOKOUTBCA. Ecau Tl HauHEIb OTBEYATH
OCKOpOJICHUSIMH Ha OCKOPOJICHHMSI, TO TOJIBKO elife OOJIblIe Pa3oskkelb KOHPJIHUKT;

2. YrpagJstii cBoeii knbeppenyTaruei;

3. AHOHUMHOCTb B ceTH MHUMas. CyIecTBYIOT CriocOOBI BBIICHUTD, KTO CTOUT 38 aHOHUMHBIM
AKKayHTOM,

4. He cTouT BeCTH XyJIUTaHCKUN 00pa3 BUPTYaJIbHOM KU3HH. HIHTEpHET PUKCHPYET BCE TBOU
IEWCTBUS M COXPAHSET UX. Y IAUTh UX OyeT KpaiiHe 3aTPyAHUTENbHO,

5. Coburoiaii CBOKO BUPTYAJBHYIO YE€CTh CMOJIOAY;

6. Urnopupyii ennHN4HbIN Heratus. OQHOPa30BbIe OCKOPOUTENbHBIE COOOIIEHHUS JIyUIle
urHopuposaTh. OOBIMHO arpeccus MpeKpaIaeTcs Ha Ha4aJIbHOW CTaIUM;

7. bau arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIICHHUSIMH, B COIIMATBHBIX CETSIX
€CTb BO3MOKHOCTb OJIOKHPOBKH OTITPABKH COOOIIEHHI C ONpeesIeHHbIX aIPECOB;

8. Ecnut TbI cBUAETENH KNOEpOyunHra. TBOM NEWCTBUS BHICTYITUTD MPOTHB MPECIeI0BATENS,
MOKa3aTh €My, YTO €ro A€UCTBUsI OLICHUBAIOTCS HETATUBHO, MOAAEPKATh )KEPTBY, KOTOPOI
HY>KHA TICHXOJIOTUYECKAs TTIOMOIIIb, COOOIIUTDL B3POCIIBIM O (paKTe arpeCCHBHOTO MOBEACHHUS B
CeTH.

MoounabHbIH Tes1eoH

Cospemennbie cMapT(HOHBI U IJIAHLIETHI COIEPIKaT B ceOe BIOJHE B3POCIbI (PYHKIIMOHAI, U
Ternepb OHU MOTYT KOHKYPHPOBATh CO CTALMOHAPHBIMU KOMIIbIOTepamu. OHAKO, CPENCTB
3aIUTHI 1T TONOOHBIX YCTPOMCTB MOKa OYEHb MasIo. TeCcTUpOBaHUE U TIOUCK YS3BUMOCTEH B
HUX TPOUCXOANT HE TaK MHTEHCUBHO, Kak miist [IK, To e camoe kacaercss 1 MOOMITBHBIX
MPUJIOKEHU .

CoBpemMeHHbIE MOOWJIBHBIE Opay3ephl YK€ MPAKTUUECKU TOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
paciupenne GyHKIIMOHAJA BIeUYET 3a CO00M OOJIBINYIO CIIOKHOCTh U MEHBINYIO 3aIUIIEHHOCTb.

JlaJieko He BCe MPOU3BOIUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHIECKIE
VSA3BUMOCTH ISl CBOMX YCTPOWCTB.



OcHoBHbIE COBETHI AJis1 0€30MACHOCTH MOOMJIBLHOTO TejiedoHA:

Huuero He siBsieTCst TO-HACTOSIIIEMY OeCIUIaTHBIM. By OCTOpOsKEH, Beb KOTAa Tede
npeiararoT OeCriaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHUE-TO TUIATHBIC YCITYTH,

Hywmaii, npexnae ueM otnpaBuTb SMS, ¢oto nim Buaeo. Trel TOYHO 3HAEIIb, rie OHU OynyT B
KOHEYHOM Hutore?

Heobxonumo 0OHOBJIATE OMEPAIIMOHHYI0 CHCTEMY TBOEro cMapT(oOHa,
Ucnonp3yii aHTUBUPYCHBIE TIPOTPAMMBI I MOOHITbHBIX TEIe(OHOB,;

He 3arpy>1<aﬁ MPUITOKEHUA OT HCU3BECTHOI'O UCTOYHHKA, BEAb OHU MOTYT COACPKAaTh
BPE€AOHOCHOEC NIPOTPaMMHOE 06ecnequI/Ie;

ITocne Toro Kak ThI BBIHIEIIb € CaliTa, I7ie BBOAWI JHYHYIO HHPOPMALIHIO, 3ali/i1 B HACTPOHKH
Opaysepa u yoanu cookies;

Ilepuoanuecku nposepsiid, KaKUe MJIaTHbIE YCIyTH aKTUBUPOBAHbI HA TBOEM HOMEDE;

Hasaii cBoli HOMep MOOMJIBHOTO TeIe(hOHA TOJBKO JIFOISIM, KOTOPBIX ThI 3HACIIb H KOMY
JOBepsiellb;

Bluetooth nomkeH ObITh BBIKITIOUEH, KOTIAa Thl UM HE MOJIb3yelibes. He 3a0biBail nHOTIA
MPOBEPSITH 3TO.

Online urper

CoBpeMeHHbIE OHJIAITH-UTPBI - TO KPACOUHBIE, 3aXBATHIBAIOIINE Pa3BIeUeHUs], O0BEIUHSIOIINE
COTHH TBICSY YEJIOBEK 110 BCeMy MUPY. Mrpoku UccinenyoT JaHHbIH UM MHp, OOLIAr0TCS APYT C
APYTOM, BBITIOJNHAIOT 3a/1aHUs, CPAXKAIOTCsl C MOHCTPAMH U MOJy4aroT OMBIT. 32 yIOBOJILCTBUE
OHH TUIATSIT: TTOKYIAIOT JUCK, OTUIAYMBAIOT aOOHEMEHT MJTH MPHOOPETAIOT KAKUE-TO OTILHH.

Bce atu cpencTBa uayT Ha moAepKaHUE U Pa3BUTHE UIPHI, & TAKIKE HA CaMy 0€30TacHOCTb!
COBEPIIEHCTBYIOTCS CHCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCS HOBBIE MAaT4X (IH(POBBIE 3aIIATKH
IUISL IPOTPAMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HbIX HUrpax CTOUT OnacatbCs HE CTOJIbKO CBOUX COMECPHUKOB, CKOJIBKO KPAaXKH TBOCTO
napoJisd, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPHU3aLlUU OONBIINHCTBA Hrp.

OcHoBHbIE COBETHI 10 0€30MACHOCTH TBOEro HUT'POBOT0 AKKAYHTA:

1. Ecnin mpyroit urpok BeneT cedst MIoXo Win co3aaeT Tede HeMpUATHOCTH, 3a0JI0KUPYH ero B
CIHMCKE UIPOKOB;

2. Iloxanyliics aiMUHUCTPATOPAaM UIPhI HA MJIOXOE NOBEACHUE STOr0 UIPOKA, JKEIATEIBHO
MPUIIOKUTE KaKUEC-TO AOKA3aTCJIbCTBA B BUAEC CKPUHOB,

3. He yxaspiBaii muuHyro nH(pOpMaLuio B podaiine urpsr;
4. YBaxail Ipyrux y4aCTHUKOB 110 UIPE,

5. He ycTanaBnuBaii HeO(pUIIHATBHBIE TIATYH U MOJBI,

6. Mcnonp3yii ClOXKHBIE U pa3HBIE NAPOIIH,

7. Jlaxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTUBUPYC. 110Ka ThI Urpaens, TBOM KOMIBIOTEP
MOTYT 3aPa3UTh.



@OUImUHT 1IN Kpaxa JUIHbIX JAHHbIX

OOBIYHOM Kpaskeil AeHeT U TOKYMEHTOB CETOIHsI YK€ HUKOTO He YIWBHUIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTUH 310y MBIIIICHHUKH MTePEMECTUINCH B HHTEPHET, U TPOAOJIKAIOT
3aHUMAaTHCS "JIFOOUMBIM" 1€JIOM.

Tak mosiBUIaCh HOBAs yrpo3a: HHTEPHET-MOIIEHHNYECTBA WM (DUILIUHT, TJIaBHAS LIeJIb KOTOPOTO
COCTOUT B MOJIyYeHUH KOH(PUIECHINATBHBIX JaHHBIX NIOJb30BATENEH - IOTHHOB | naposiell. Ha
aHIIIMHCKOM si3bIKe phishing unraercst kak gummHr (ot fishing - peiOHas nosins, password -
MapoJib).

OcHoBHbIE coBeThI N0 6opbie ¢ pumHHIroM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl mozo3peBaetib, 4To TBOsI aHKeTa Oblia B3JIOMaHa, TO
HEoOX0MMO 3a0JIOKUPOBATh €€ U COOOIINTh aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnionw3yii 6e3o0macHble BeO-CaliThl, B TOM YHCJIE, UHTEPHET-MAra3uHOB F MMOUCKOBBIX CHCTEM,

3. Mcnionb3yii CIIOsKHBIE W pa3Hble napoiau. Takum oOpa3om, eciu Tedsi B3JIOMAIOT, TO
SJIOYMBILIJICHHUKH MOJYYaT JOCTYII TOJIBKO K OAHOMY TBOEMY HpO(l)I/IJ'IIO B CETH, @ HC KO BCEM,

4. Ecniu Te0s1 B311OMaITH, TO HEOOXOAMMO MPENyIPENnuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
nobasiieHbl y T€OS B APY3bsIX, O TOM, YTO Te€Os B3JIOMAJIU M, BO3MOXKHO, OT TBOETO UMEHH OyAeT
pacchlIaThCs CIaM M CChUTKH Ha (PUIITHTOBBIE CATHI,

5. Ycranosu HanekHbIi napois (PIN) Ha MoOunbHBIH TenedoH,
6. OTkirounN coXpaHeHue naposst B opaysepe;

7. He oTkpbiBaii aitibl u Apyrue BJIOKEHUS B MUChMAaX, NaXKe €CJIH OHU MPUIITH OT TBOUX
npy3eii. Jlydine yTouHN y HUX, OTIPABIISUTH JIU OHU Tebe 3T (ailbl.

Mudposas penyrauus

udposas penyTranus - 5TO HEraTUBHAs UJIM MTO3UTHBHAS HH(POPMAaLIUs B CeTH O Tele.
Komnpomerunpyromas nHpopManus, pasMeIIeHHas: B UHTEPHETE, MOXET CEPbe3HbIM 00pa3oM
OTpPa3UThCS Ha TBOEH peanbHOM sxu3Hu. "Lludposas penyramus" - 3T0 TBOH UMUK, KOTOPBIH
bopmupyercs u3 nHGOopMaK 0 Tebe B UHTEPHETE.

TBoe MecTo KHUTENIbCTBa, Y4eObl, TBOE (PHHAHCOBOE MOJIOJKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUINBAETCS B CETHU.

MHorue nmoxpoCTKH JIETKOMBICIIEHHO OTHOCSITCS K TTYyOJTMKALIMH JINYHOH HH(pOpMAUU B
HHTepHeTe, He MOHMMAs BO3MOXKHBIX NOCIEACTBHH. ThI Jaske HE CMOXKEIb 10rafaThCsl O TOM,
yro (poTorpadus, pasMemeHHas 5 JeT Ha3ald, CTajla MPUYUHON OTKa3a MPUHATH TeOst Ha paboTy.

KommeHnTapun, pazmerienue TBOUX ¢pororpaduii U Ipyrue NelCTBUS MOTYT HE UCYE3HYTh JaKe
MOCJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3Ty HH(POPMAIIHIO, TTONaa JIu
OHa B TIOUCKOBBIE CUCTEMBI H COXPAHWIJIACH JIM OHA, & TJIABHOE: YTO MOAYMAIOT O Tebe
OKPY’KAIOIIHE JTIOIW, KOTOPBIe HAWAYT U yBUAST 3T0. HaliTi nadpopmMauo MHOTO JIeT CIyCTsi
CMOKET JII00O0i - Kak u3 OOPBIX MOOYKASHUH, TaK U C HAMEPEHHEM MPUYHHHUTD Bpel. ITO
MOJKET OBITh KTO YTOMHO.



OcHoBHBIE cOBeTHI MO 3aIUTe HH(POBOI penyTanuu:

1. [Tonymaii, mpeskae 4eM 4To-TO MyOJTUKOBaTh U MepenaBath y cedst B OJ10re WK B COLMATBHON
CeTH;

2. B HacTpoiikax npouist yCTAaHOBU OTPAHUYEHUS HA TPOCMOTP TBOETO PO IS U €ro
COJZIEPKUMOT0, caieNail ero ToJabKo "s apysei”;

3. He pasmemnaii u He yKa3biBal HHPOPMAIUIO, KOTOPAst MOKET KOro-1iud0 oCKOpOIsTh Win
o0MXKaTh.

ABTOpCKOE NpaBo

CoBpeMeHHBIE IKOJbHUKH - aKTHBHBIE TIOJIb30BATENU LU(PPOBOTrO mpocTpancTBa. OnHAKO
JalIeKO HE BCE 3HAIOT, YTO MOJb30BAHNE MHOTMMHU BO3MOXKHOCTAMHU ITU(PPOBOro mupa Tpedyer
COONIOIeHMS TTPAB HA HHTEJUIEKTYAIbHYK) COOCTBEHHOCTb.

TepmuH "HHTEIEKTYaIbHAS COOCTBEHHOCTD" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HAYMHAs ¢ HOBBIX N300pPETeHMI U 3HAKOB, 0003HAYAIOINUX COOCTBEHHOCTh
HAa MPOAYKTHI U YCIIYTH, M 3aKaHYMBAasi KHUTamu, pororpadusmMu, KHHOPUIbMAMH U
MY3bIKaJbHBIMU MTPOU3BEACHUSMH.

ABTOpPCKHE IIpaBa - 3TO MPaBa HA NHTEIJIEKTYAIbHYIO0 COOCTBEHHOCTh HA TIPOU3BENEHHS HAYKH,
JUTEpaTyphl U UCKYCCTBa. ABTOPCKHE IIpaBa BLICTYIAIOT B Kau€CTBE rapaHTUU TOT'O, UTO
UHTEJUIEKTYaJIbHBIN/ TBOPUECKUI TPy aBTOpa He OyIeT HAIIPACHBIM, TaCT €My CIIPABEJINBbIE
BO3MOYKHOCTH 3apad0TaTh Ha Pe3yJIbTaTax CBOETrO TPYZa, MOJYYUTh U3BECTHOCTD U NIPU3HAHUE.
Huxkro 6e3 paspemmeHust aBTopa He MOYKET BOCIIPOM3BOAUTD €r0 MPOU3BEAEHHE, PACTIPOCTPAHATD,
nyOJIMYHO IEMOHCTPUPOBATh, TPOAABATH, HIMIIOPTHPOBATH, IyCKATh B MPOKAT, MyOJINYHO
UCTIOJHSATB, TOKA3bIBATH/UCTIONHATD B 3(pupe nimm pasmernars B MlHTEpHETE.

Hcnonb3oBanne "mupaTcKkoro” mporpaMMHOTO 0OECTIeueHUsT MOKET TIPUBECTH K MHOTHM
pPHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM 0 OJIOKUPOBKH TBOET'O YCTPOMCTBA, T
yCTaHOBJIEHA HeJlerajibHas mporpamma. He ctout Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAbHbIC
u OecIiIaTHBIE MPOTPAMMBI, KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CeteBuuoK.pd - TBO INIaBHBINA COBETUHK B CETU. 31€Ch Thl MOXKEIIb Y3HATH O O€30MaCHOCTH B
CETH MOHATHBIM U IOCTYIIHBIM SI3bIKOM, & [P BOSHUKHOBEHUM KPUTUYECKONW CUTYaLlUU
00paTUThCS 32 COBETOM. A Tak’Ke MPHUHSTH YYaCTHE B KOHKYpPCAX U CTATh CAMBIM LIU(PPOBBIM
rpak1aHuHOM!



